This paper presents an integrated robust fault estimation and fault tolerant control technique for stochastic systems subjected to Brownian parameter perturbations. Augmented system approach, unknown input observer method, and optimization technique are integrated to achieve robust simultaneous estimates of the system states and the means of faults concerned.
partially decoupled process disturbances. It is noticed that the input-to-state stability captures the idea that bounded unknown inputs result in bounded system trajectories [26] , which is useful for the stability analysis of the systems with unknown input uncertainties. To the best of our knowledge, no effort has been paid on robust fault tolerant control for stochastic Brownian systems with the aid of stochastic input-to-state stability theory.
Comparing to the existing works, the remarkable distinctions and contributions of this paper are summarized as follows:
i)
The concerned unknown input disturbances are partially decoupled rather than completely decoupled, which can meet practical requirement better.
ii) The stochastic systems under investigation are represented by It̂-type stochastic differential equations, which can describe real dynamic processes more precisely but bring more challenges due to the Brownian motions.
iii) UIO jointly with augmented system approach is employed to achieve state/fault estimation, and decouple a part of unknown inputs. Linear matrix inequality (LMI) optimization algorithm is then utilized to attenuate the remaining part of the unknown inputs that cannot be decoupled by UIO. Signal compensation is implemented to remove/attenuate the adverse effects caused by the faults to the system input and output dynamics, leading to a fault-tolerant design.
iv) Due to stochastic parameter perturbations, the well-known separation theory for observer-based control in determined systems becomes invalid in It̂-type stochastic systems. Apart from unknown input disturbances, the estimation error is also influenced by stochastic perturbations coupled with system states. Hence, the inputto-state stochastic stability principle has to be used to address the fault tolerant control stabilization.
v)
The systems under investigation can be linear, Lipschitz nonlinear, quadratic innerbounded nonlinear systems corrupted by Brownian parameter perturbations and partially decoupled unknown process disturbances, which can cover a wide class of dynamic processes.
The rest of the paper is organized as follows. Preliminaries are given in Section II. The design of the integrated fault estimation and tolerant control algorithm for linear stochastic systems is addressed in Section III. The technique is then generalized to stochastic Lipschitz nonlinear systems in Section IV. Section V develops robust estimator-based fault tolerant control for stochastic quadratic inner-bounded nonlinear systems which are more general but also more challenging than Lipschitz ones. Simulations on the drive train system of a 4.8MW benchmark wind turbine, a three-tank system and a numerical nonlinear stochastic system are addressed in Section VI. The paper ends with the conclusion in Section VII.
PRELIMINARY
The notations in this paper are standard. The superscript " " represents the transpose of matrices or vectors. ℛ and ℛ × stand for the -dimentional Euclidean space and the set of × real matrices, respectively. ℛ + denotes the set of all nonnegative real numbers. < 0
indicates the symmetric matrix is negative definite, while the notation > means that − is positive definite. denotes the identity matrix with the dimension of × , while 0 is a scalar zero or a zero matrix with appropriate zero entries. ].
Definition 1 ([27])
A function : ℛ + ⟶ ℛ + is said to be a -function if it is continuous with (0) = 0, and satisfies:
( 1 ) > ( 2 ), ∀ 1 > 2 ≥ 0
∞ is the subset of -functions that are unbounded.
Definition 2 ([27])
A function : ℛ + × ℛ + ⟶ ℛ + is said to be a ℒ-function if for each fixed ≥ 0, the function ( , ) is a -function, and for each fixed ≥ 0, it decreases to zero as ⟶ ∞.
Consider the following stochastic system
where ( ) ∈ ℛ is system state, with initial value ( 0 ) = 0 ∈ ℛ ; ( ) is the input, and ( ) ∈ ∞ ; ( ) represents Brownian motion defined on the probability space (Ω, ℱ, {ℱ } ≥ 0 , ); ( , ( ), ( )) and ℎ( , ( ), ( )) stand for system dynamic function and stochastic perturbation distribution function, respectively. Given any function ( , ) ∈ 2×1 {ℛ × [ 0 , ∞] → ℛ + }, the infinitesimal generator ℒ ( , ) is defined as:
where {ℎ 2 ( , ) 2 ℎ} is called as the Hessian term of ℒ.
Definition 3 ([28])
System (2) is said to be stochastically input-to-state stable, if ∀ > 0, there exist functions ∈ ℒ and ∈ , such that
Remark 1
Since (0) = 0, it can be found that, in zero input situation, stochastically input-to-state stability can necessarily lead to globally asymptotically stability in probability. However, globally asymptotically stability in probability does not imply stochastically input-to-state stability.
Lemma 1 ([28])
System (2) is stochastically input-to-state stable if there exist function and corresponding
(
ROBUST FAULT ESTIMATION AND FAULT TOLERANT CONTROL OF LINEAR STOCHASTIC

SYSTEM
Consider the following stochastic linear system in the form of It̂-type stochastic differential equation:
where ( ) ∈ ℛ represents the state vector; ( ) ∈ ℛ stands for the control input vector and ( ) ∈ ℛ is the measurement output vector; ( ) ∈ ∞ is an unknown disturbance vector;
( ) ∈ ℛ includes the means of the faults (e.g., actuator faults and/or sensor faults); ( ) is a standard one-dimensional Brownian motion with [ ( )] = 0 and [ 2 ( )] = ; , , , , , and are known coefficient matrices with appropriate dimensions. For the simplification of description, in the rest of paper, the time symbol is omitted.
The means of the faults concerned are assumed to be either incipient or abrupt, which are two typical faults generally existing in practical processes. Therefore, the second-order derivatives of their means should be zero piecewise. For faults whose second order derivatives of their means are not zero but bounded, the bounded signals could be regarded as a part of unknown inputs. Moreover, denote = [ 1 2 ] and = [ 1 2 ] . We assume that 1 ∈ ℛ 1 rather than 2 ∈ ℛ 2 can be decoupled.
The aim of this section is to design a robust fault estimation based tolerant controller for system (7) . The main objectives include: (i) Estimate full system states and the means of concerned faults simultaneously, and eliminate the influences of the unknown inputs. (ii)
Design an observe-based fault tolerant control strategy to guarantee the stochastically input-tostate stability of the closed-loop system, and eliminate the adverse effects from the faults to the system dynamics with the aid of signal compensation.
Robust fault estimation
This part presents the integration of the augmented system approach and the UIO technique to generate robust estimates of system states and the means of concerned faults simultaneously.
The former can establish an auxiliary system vector composed of the original system states and the means of the concerned faults, while the latter is to estimate the auxiliary state vector, and decouple the unknown inputs that can be decoupled.
For system (7), the following augmented system can be constructed
where
For the augmented system (8), we design the following unknown input observer:
where ̅ is the state vector of (9), ̅ is the estimation of ̅ , and , , 1 , 2 and are all observer gains with appropriate dimensions to be designed.
Let ̅ = ̅ − ̅ which represents the estimation error. In terms of (8) and (9), we have:
If the observer gains satisfy the following conditions:
the state estimation error can be simplified as
In order to make (11)- (14) solvable, we have the following assumptions:
] is of full column rank. for all non-zero with Re( ) ≥ 0.
According to [22] , the above assumptions are to ensure that (11) can be solved, and observer of the augmented system exists. Moreover, a special solution of (11) is By deriving from (16) to satisfy condition (11), 1 can be decoupled. However, the unknown input 2 cannot be decoupled, and still exists in the error dynamic. It is evident that additional optimization approach should be employed to determine other observer gains so that the influence of 2 can be attenuated. Furthermore, it is noticed that the stochastic perturbation term ̅ exists in the error dynamic equation (15), therefore, the performance of the estimator depends not only on appropriate observer gains, but also on controlled states. As a result, before we choose the observer gains, a proper controller should be taken into account.
Robust estimation-based fault tolerant control
As stated in the aforementioned part, the estimation error dynamics rely on the design of observer gains and the controlled states. Therefore, observer-based controller should be designed as a whole. Now let us move on to deal with the observer-based fault tolerant control method.
Consider the following control law
where and are control gains to be determined, ̂, ̇̂ and ̂ represent the estimates of , ̇ and respectively. Moreover, should be selected to guarantee the convergence of the closed-loop system, while is designed to compensate the influences of the faults.
Based on the estimation of ̅ , the estimates of the original system state and fault vector can be reconstructed as
and
Suppose
and choose
Therefore, we have
Substituting (17) into dynamic equation of system (7), it follows that
Using −̂ to compensate the measurement output, we have
From (23) and (24), the following closed-loop system can be established
Then we are moving on to design the observer and controller gains to make system (25) stochastically input-to-state stable, and satisfy the robust performance index:
It is noticed that both the system dynamics and error dynamics are subjected to state stochastic fluctuation, which makes it challenging to design observer and controller gains simultaneously. In order to simplify the challenging matrix problem, we firstly design control gain , such that + is a Hurwitz matrix, then choose a proper observer gain 1 to guarantee the stochastically input-to-state stability of closed-loop plant (25) with robust performance index (26) . Furthermore, in the case of observer-based fault tolerant control, the design of observer gain 1 should make the estimation error dynamics reach the steady states faster than the control system dynamics. Therefore, before we determine the observer gain 1 , the following lemma is introduced:
Consider the vertical strip defined by ( ) = { + ∈ : < − , > 0}, a matrix has all its eigenvalues in ( ) if and only if there exists a positive definite matrix , such that
Therefore, based on a designed , the following theorem is proposed to design 1 .
Theorem 1
For system (7), there exist an unknown input observer in the form of (9), and the tolerant control laws in the forms of (17) and (24), such that the closed-loop system (25) is stochastically inputto-state stable satisfying the robust performance index (26), if there exist positive definite matrices , ̅ , , and ̅ , and matrix , such that
We can thus calculate 1 = ̅ −1 .
Proof
According to Lemma 1, in order to prove the stability, we should establish a Lyapunov function satisfying (5) and (6) . Here, we choose the candidate as = 1 + 2 , where 1 = and
which implies satisfies (5) (25), by using Itô formula, we have
Adding and subtracting
2 2 to ℒ , we can obtain
(36)
From the LMI (28), one has
which indicates
Since and ̅ are both positive definite, we have
indicating we can find a scalar ̅ > 0 such that
As a result, we can conclude the closed-loop system (25) is stochastically input-to-state sable with
Now we move on to discuss the robustness of the observer-based fault tolerant control.
Consider the following performance index:
It is obvious that condition (26) is equivalent to the condition < 0.Then, adding and subtracting (∫ ℒ 0 ) to , and using = ̅ 1 , one has: 
It is not hard to find
One can have Ω < 0 from the LMI (28), thus one can derive Γ < 0, which indicates the (26) can be satisfied.
From Lemma 2, the LMI (29) implies
Noticing that = , where = −min{Re[ ( + )]} > 0 and > 1, one can know the response of the estimation error dynamics is faster than the system dynamics. This completes the proof.
Remark 2
As aforementioned, control gain should be designed to make + Hurwitz, which means the eigenvalues of the matrix + are located on the left half complex plane. For some practical applications, it can be required that the eigenvalues of the matrix + are settled in a specific region ( , , ) = { + ∈ : < − , | + | < , tan( ) < −| | }, where
, and are positive scalars, which is to ensure a minimum decay rate , a minimum damping ratio = cos ( ), and a maximum un-damped natural frequency = sin ( ). According to [29] , we can derive that if there exist a positive definite matrix and matrix such that
, and Δ 22 = sin ( )( + + + ), then ( + ) ∈ ( , , ), ∀ = {1, 2, ⋯ }. After obtaining and , the control gain can be calculated as = −1 to constrain the poles of + to lie in a prescribed stable region ( , , ) . This design bounds the maximum overshoot, the frequency of oscillatory modes, the delay time, rise time, and the settling time.
Remark 3
LMI algorithms are utilized to solve observer gains and controller gains. It is noted that the design is carried out off line, therefore, the computation complexity has not direct impact on the real-time implementation of the proposed diagnosis and tolerant control algorithms. In other words, the commutation complexity discussion is out of the concern of this paper.
Design procedures of robust estimation-based fault tolerant control for stochastic linear systems
Now, it is time to conclude the design procedure of the robust fault estimation and fault tolerant control strategies.
Procedure 1 (Fault tolerant control algorithm by integrating state/fault estimation and signal compensation for stochastic linear systems)
i) Construct the augmented system in the form of (8) for system (7) .
ii) Select the matrix * in the form of (16), and can be calculated in terms of = ̅ − ̅ .
iii) Design control gain to make + Hurwitz. For a certain desired region ( , , ), v) Calculate the other observer gains and 2 following the formulas (11) and (14), respectively.
vi) Implement the robust unknown input observer (9) to produce the augmented estimate ̅ , leading to simultaneous estimates of the system state and mean of fault (̂ and ̂) in the forms of (18) and (19), respectively. In the last section, a robust fault tolerant control technique has been developed for stochastic linear systems. It is well-known nonlinear properties widely exist in many practical dynamics, which motivates us to extend the approach proposed in Section III to nonlinear systems. In this section, robust fault estimation-based fault tolerant control approach is proposed for Lipschitz nonlinear systems subjected to unexpected faults, unknown inputs and stochastic parameter perturbations. The considered stochastic nonlinear systems can be represented by the following It̂-type differential equations:
where ( , , ) ∈ ℛ is a real nonlinear vector function with Lipschitz constant , namely,
and the other symbols are the same as defined as system (7).
In order to estimate system states and the means of faults at the same time, an auxiliary system is constructed as follows, by considering the faults as augmented system states:
and the other symbols are defined the same as those in system (8) . In the rest of this paper, the symbols are of the same meanings with those defined in section III if not stated specifically.
For system (52), the following unknown input observer is constructed:
Defining the estimation error to be ̅ = ̅ − ̅ and ̃= ̅ ( , , ) − ̅ ( ,̂, ). Then the following error dynamics can be obtained if (11)- (14) are satisfied
Under the designed observer-based fault tolerant controller (17) and (24), the overall closedloop system can be obtained as follows:
It is obvious that both actuator and sensor faults can be well compensated as long as the estimation is good enough. Based on Section III, the control gain can be selected to make + Hurwitz. To meet some instantaneous response requirements, the eigenvalue of + can be located within certain region by solving LMIs (47)-(49). Therefore, based on the designed , we aim to determine proper observer gains such that: (i) the overall closed-loop system (56) is stochastically input-to-state stable; (ii) condition (26) is satisfied, which means the controlled output is robust against unknown perturbations.
It can be noticed that the existence of nonlinear item ( , , ) and ̃ in plant (56) make the linear method to design observer gain not applicable. In consequence, when we design observer gain 1 additional techniques should be employed to deal with the nonlinearities.
Lemma 3 ([30])
For any matrices ∈ ℛ × , ∈ ℛ × , a time-varying matrix ( ) ∈ ℛ × with ‖ ( )‖ ≤ 1
and any scalar > 0, we have: 
Theorem 2
For system (50), there exist an unknown input observer in the form of (54), and the tolerant control laws in the forms of (17) and (24) One can thus calculate 1 = ̅ −1 .
Proof
Choosing the Lyapunov function in the form of (30) , and similarly to the proof of Theorem 1, we can know it satisfies condition (5) in Lemma 1. Taking infinitesimal generator along the state trajectories of (56), by using It̂ formula, it follows that: 
A positive scalar ̅ can be found such that
According to Lemma 1, system (56) is stochastically input-to-state stable with 3 (̃) = ̅ |̃| 2 and 4 (| |) = 1 2 | 1 | 2 + 2 2 | 2 | 2 .
In terms of the robustness of tolerant control, we can calculate that . Nevertheless, it is noted that Λ < 0 is not linear and difficult to be solved. According to Lemma 4, and using = ̅ 1 , Λ < 0 is equivalent with LMI (58). As a result, LMI (58) can guarantee the stochastically input-to-state stability of system (56) and robust fault tolerant control requirement (26) .
Similar to Theorem 1, condition (59) is to guarantee that the convergence speed of estimation error dynamics is faster than that of the control system dynamics. This completes the proof. Now, we can conclude the design procedure of the robust fault estimation and fault tolerant control strategies for stochastic Lipschitz nonlinear systems.
Procedure 2 (Fault tolerant control algorithm by integrating state/fault estimation and signal compensation for stochastic Lipschitz nonlinear systems)
i) Construct the augmented system in the form of (52) for system (50).
ii) Select observer gains and following step ii) in Procedure 1.
iii) Design control gain in the same way with step iii) in Procedure 1.
iv) Solve the LMIs (58) and (59) to obtain , , ̅ , ̅ and matrix . The observer gain is thus calculated as 1 = ̅ −1 .
v) Calculate the other observer gains and 2 following the formulas (11) and (14), respectively.
vi) Implement the robust unknown input observer (54) to produce the augmented estimate ̅ , leading to simultaneous estimates of the system state and mean of fault (̂ and ̂) in the forms of (18) and (19), respectively. 
ROBUST FAULT ESTIMATION AND FAULT TOLERANT CONTROL OF QUDRAUTIC INNER-BOUNDED NONLINEAR STOCHASTIC SYSTEM
In Section IV, we consider robust fault tolerant control for Lipschitz stochastic nonlinear systems. In some real plants, the nonlinear items cannot satisfy Lipschitz condition. In this section, we consider robust fault tolerant control for quadratic inner-bounded stochastic nonlinear systems, which describe a more general case than Lipschitz nonlinear ones. The systems under consideration can be represented in the following form:
where ( , , ) ∈ ℛ is a nonlinear function satisfies the following conditions: 
where 1 , 2 ∈ ℛ, > 0.
Remark 4
The above assumptions for ( , , ) imply that ∀ 0 ∈ ℛ , system (65) has a path-wise strong solution, and ( , , ) is quadratic inner-bounded [32] . The constants 1 , 2 can be positive, negative or zero. When 1 > 0 and 2 = 0 , condition (67) is equivalent to the Lipschitz condition, which means Lipschitz nonlinear systems is a specific scenario of quadratic innerbounded nonlinear systems.
For plant (65), we can construct the following augmented system by representing the mean of fault as a part of state: Since Lipschitz condition (51) fail to capture the nonlinear features of ( , , ), LMIs (58) and (59) are invalid for the robust fault tolerant control design of system (65). Hence, the design of observer-based fault tolerant control becomes more challenging and requires alternative techniques. For closed-loop system (71), we firstly design as in the aforementioned ways in section III and IV. Then, we can employ the following theorem to achieve the stochastically input-to-state stability and the robustness requirement.
Theorem 3
For system (65), there exist an unknown input observer in the form of (69), and the tolerant control laws in the forms of (17) and (24) One can thus calculate 1 = ̅ −1 .
Proof
Choosing the Lyapunov function in the form of (30), and with the same proof manner of 
we can obtain
Hence, based on (75) and (79), for any positive scalars 1 , 2 , we have Now it is ready to discuss the robustness of the observer-based fault tolerant control: (73) implies the response of the estimation error dynamics is faster than that of the system dynamics.
This completes the proof.
Remark 5
Since Lipschitz nonlinear condition is a specific scenario of the quadratic inner-bounded one,
LMIs (72) and (73) are also suitable for application in stochastic Lipschitz nonlinear system (50), by letting 1 = 2 and 2 = 0. In other words, LMIs (72) and (73) are alternative rules of (58) and (59) for robust tolerant control of plant (50). Moreover, linear system is a special case of (65), where ( , , ) = 0. Hence, | ( 1 , 1 , 1 ) − ( 2 , 2 , 2 )| 2 = 0. We find it satisfies (67) by letting 1 = 0, and 2 = 0. Then LMIs (72) and (73) are also suitable for application in stochastic linear system. Now, the design procedure of the robust fault estimation and fault tolerant control strategies for stochastic quadratic inner-bounded nonlinear systems can be summarized as follows:
Procedure 3 (Fault tolerant control algorithm by integrating state/fault estimation and signal compensation for stochastic quadratic inner-bounded nonlinear systems)
i) Construct the augmented system in the form of (68) for system (65).
iv) Solve the LMIs (72) and (73) to obtain , , ̅ , ̅ and matrix . The observer gain is thus calculated as 1 = ̅ −1 .
vi) Implement the robust unknown input observer (69) to produce the augmented estimate ̅ , leading to simultaneous estimates of the system state and mean of fault (̂ and ̂) in the forms of (18) and (19), respectively. 
Remark 6
We have proposed integrated and robust fault estimation and fault-tolerant control algorithms with a strict input-to-state stability analysis, for linear systems, Lipschitz nonlinear systems and quadratic inner-bounded nonlinear systems, respectively. The partially input uncertainties and Brownian parameter perturbations are considered, which can describe practical systems more practically and precisely so that the proposed method has a wide applicability. Recently, Takagi-Sugeno fuzzy systems and type-2 fuzzy systems were used to describe high-nonlinear systems [33] [34] [35] [36] [37] . It is interesting and encouraging to extend the current work to stochastic nonlinear systems which can be modelled by stochastic fuzzy model, which may even widen the applicability of the proposed diagnosis and tolerant control methods. This is regarded as a future work; whose research is under way.
SIMULATION STUDIES
In this session, three examples will be given to illustrate the effectiveness of the proposed fault tolerant control approaches.
Example 1 (Wind turbine drive train system)
A benchmark model for wind turbines was designed in [38] , based on a generic three blade 
where the meanings of parameters are shown in Table 1 . represented by system (7) Since the drive train system is already a stable dynamic with desired response, we let control gain to be zero. Selecting 1 = 10 and 2 = 5, and solving LMIs (28) and (29) Therefore and 2 can be obtained following the formulas (12) and (14), respectively.
Using the Euler-Maruyama method [39] to simulate the standard Brownian motion, one can obtain the simulated curves of the stochastic state responses (here we give 5 state trajectories). wind turbine. Figure 6 . Comparisons of the second output: fault-free output 2 , output 2 subjected to faults without tolerant control, and output subjected to faults after tolerant control denoted by 2 :
wind turbine.
From the Figures 1-4 , we can see that both system states and the mean of actuator fault are estimated satisfactorily, and the influences of the unknown inputs are decoupled/attenuated successfully. Moreover, we can find in Figures 5 and 6 that the actuator fault will make the deviation of the outputs. However, after tolerant control, the deviation is eliminated/offset successfully, as one can see the compensated outputs are consistent with the fault-free outputs.
As a result, the proposed fault estimation-based fault tolerant control techniques are effective.
Example 2 (Three-tank system)
Considered the three-tank system modelled in [40] affected by the Brownian motion and nonlinear perturbation term: Then and 2 can be obtained following the formulas (12) and (14), respectively.
Using the Euler-Maruyama method to simulate the standard Brownian motion, one can obtain the simulated curves of the stochastic state responses (here we give 15 state trajectories).
We employ the controller = ̅ 0 ̅ + ( * − ) , where is selected as 
Example 3 (A quadratic inner-bounded nonlinear system)
In this example, we apply the robust observer-based controller to quadratic inner-bounded nonlinear system. The considered plant is in the form of (65) with the following parameters: 
In order to make (67) hold, we have to find 1 and 2 such that Then and 2 can be obtained following the formulas (12) and (14), respectively. By choosing the above parameters, and using the Euler-Maruyama method to simulate the standard Brownian motions with 10 state trajectories, we can obtain Figures 11 and 12 to exhibit the estimation performance for full system states, the means of actuator fault and sensor fault, respectively. Figures 13 and 14 show the system output without and with signal compensation, respectively. From Figures 11 and 12 , system states and the means of concerned faults are estimated satisfactorily. Figure 13 shows the system dynamics are corrupted by the faults, while Figure 14 indicates the system performances are recovered after the fault-tolerant control.
CONCLUSION
In this study, an integrated and robust fault estimation and tolerant control technique has been developed for stochastic systems subjected to Brownian parameter perturbations, partially decoupled unknown inputs, and unexpected faults. The proposed approach has integrated augmented system approach, UIO, LMI optimization, actuator and sensor signal compensation techniques and input-to-state stability principle. The design of tolerant control for linear systems, Lipchitz nonlinear systems and quadratic inner-bounded nonlinear systems, corrupted by Brownian parameter perturbations and partially decoupled input disturbances, are investigated respectively. The effectiveness of the proposed fault tolerant control algorithms has been well demonstrated by the simulation studies on three examples. It is of interest to extend the proposed methods/algorithms to more complex systems such as stochastic fuzzy Brownian systems, and the research on this topic is under way.
